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M O D E L I N G  A N D  S I M U L A T I O N

Risk Data Based on Capability
Maturity Models

All DCMA Field Locations Will Have Capability to
Provide Free Process Risk Data by Year's End

L T .  C O L .  B O B  L A N G ,  U S A F

W
ouldn't it make sense to
have a way for Government
program offices to deter-
mine the maturity of a con-
tractor's software develop-

ment process without incurring the cost
and time to conduct a total Software Ca-
pability Evaluation? Wouldn't it be effi-
cient to have a way to eliminate redun-
dant reviews of contractor software
development processes by different gov-
ernment offices?

Well, there is now a way to obtain this
data. Just simply ask. The capability to
provide such data is expected to be in
place at all Defense Contract Manage-
ment Agency (DCMA) field locations by
the end of this year.

As the on-site government representa-
tives at contractor facilities, DCMA pro-
vides assistance to all branches of the
military. Its scope of effort is defined
within the Federal Acquisition Regula-
tion (FAR). This includes the evaluation
and surveillance of contractor manage-
ment systems such as the processes used
in software development. For this, the
agency has adopted use of the Software
Engineering Institute's (SEI) Software
Capability Maturity Model for Software
(SW-CMM). 

The SW-CMM was the language we
needed to speak—and speak fluently—
to communicate with the broad range
of customers across DoD. It is the lan-
guage spoken by government program
offices when conducting software ca-
pability evaluations for source selections
or lesser reviews. It is the language se-
lected by the Under Secretary of Defense

for Acquisition, Technology and Logis-
tics (USD-AT&L), in his Oct. 26, 1999,
memorandum, “Software Evaluations
for ACAT I Programs,” to reduce risk on
acquisitions. It is the language employed
by contractors when conducting a
CMM-Based Appraisal for Internal
Process Improvement (CBA IPI). 

CMM-Based Insight
Our initiative to speak this common lan-
guage—what we call CMM-based in-
sight—is simple in concept. Taking ad-
vantage of DCMA's in-plant presence,
we will primarily organize daily obser-
vations into findings per the CMM. Ob-
servations undergo an internal peer re-
view for conformity to the CMM; then
data is freely shared with the applicable
contractor and passed to program of-
fices. Findings will be used to concen-
trate DCMA effort based on risk. Details
concerning the process, responsibilities,

To gauge a contractor's process ma-
turity (on individual programs), the
Defense Contract Management
Agency has applied the Software En-
gineering Institute's Capability Ma-
turity Model. While being incre-
mentally deployed, this effort is
already paying benefits to program
offices, contractors, and the DoD.
The goal: continuous process im-
provement to ensure the warfighter—
the end user—receives the highest
quality systems.

1. Provide program and software development process risk informa-
tion to DCMA and buying Commands

2. Promote supplier process improvements based on trend analysis
of CMM-based observations

3. Consistently maintain data to identify process capability in support
of source selection and contract monitoring

4. Promote DCMA internal process improvements

FIGURE 1. CMM-Based Insight Goals
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and outcomes are captured in the
Method Description Document, avail-
able online at http://home.dcma.mil/
onebook/4.0/4.3/inititives.htm.

The CMM-Based Insight Goals (Figure
1) directly benefit program offices, con-
tractors, and the DoD. Regardless of
DCMA location, program offices will
have consistent data concerning a con-
tractor's software process maturity for
programs within DCMA cognizance.
Since data is freely shared with the con-
tractor, concern or disagreement on
high-risk areas can be resolved at the
working level, or elevated as necessary
to the DCMA/Contractor/Program Of-
fice Management Council, as described
in a March-April 1999 Program Man-
ager article by then Air Force Maj. Gen.
Timothy Malishenko, “Management
Councils Emerge as Valuable Asset in
the Program Manager's Tool Kit.”

The data can be used in future process
reviews to reduce or eliminate redun-
dant areas. The results from this con-
tinuous review could also be used as a
vehicle to ensure contractors have main-
tained a process capability level, per
DoD Policy published in the USD
(AT&L) memorandum previously cited;
or in support of independent expert pro-
gram reviews of software intensive sys-
tems, as covered in a USD(AT&L) mem-
orandum, Dec. 21, 2000, “Independent
Expert Program Reviews of Software In-
tensive System Acquisition.” 

Evaluation Relationships
CMM-based insight is not a software ca-
pability evaluation or a CBA IPI (Figure
2). While data could be used to sub-
stantiate another evaluation, DCMA will
never rate a particular company through
CMM-based insight. The initiative is fo-
cused on identifying areas of concern
on individual programs (i.e., higher-risk
process areas) and allocating the ap-
propriate level of resources commen-
surate with that risk. 

Incremental Phases
As previously discussed, the initiative is
simple in concept. But like the process
of teaching an adult to speak (and think)
in a new language, making this transi-

tion has involved a culture change in
DCMA software surveillance activities.
As such, incremental phases (Figure 3)
were designed to assist the transition.

Phase I validated the approach at the
home locations of our Agency Software
Engineering Institute (SEI) affiliates.
Phase II verified that approach for suit-
ability and effectiveness in a typical field
environment. Phase III will verify the
capture and transmission of data before
the initiative is implemented agency-
wide. 

Data Organization Challenges
The primary purpose of Phase II was to
verify the approach. Due to the sheer
number of inputs—necessary for the
correlation of observations to the ap-
plicable key practices, internal peer re-
views, identification, and subsequent
action on high-risk areas—the need for
an adequate support tool was recognized
early. (This situation will be resolved in
Phase III when data collection is incor-
porated into the common tool sup-
porting the entire DCMA Risk Assess-
ment Management Program.) Despite
this burdensome data collection, 45 per-
cent of our field locations agreed to be
pilot locations and voluntarily converted
their operations. Why? Because of the
benefits realized. These benefits are per-
haps best illustrated with actual exam-
ples.

EXAMPLE 1–IMPROVEMENT

NOT RATING

A program office concerned with a his-
tory of poor software quality wanted the
contractor to operate at CMM Level 3.
The company's upper management be-
lieved the company was well within
these parameters and retained an out-
side consultant to verify this position.
Initial results indicated the contractor
was operating at CMM Level 3. The
DCMA field office disagreed, however,
based upon observations and findings
per the CMM.

Working with the program office, the
findings were questioned and the issue
elevated to upper management. The pro-

Regardless of 
DCMA location, 

program offices 
will have 

consis tent data
concerning a 

contractor's software
process maturity 

for programs within
DCMA cognizance. 

SOFTWARE CAPABILITY CMM-BASED APPRAISAL DCMA CMM-BASED
EVALUATION FOR INTERNAL PROCESS INSIGHT

IMPROVEMENT

Basis of Evaluation Software CMM Software CMM Software CMM

Company Rating No Yes No
Provided

Frequency One time One Time Continuous

Data Refreshed No No Yes (18 Month Max)

Conducting Typically Government Contractor Government
Organization (including DCMA)

Basis of review Sponsor selected, usually Representative programs All programs within 
within a particular domain across a business base DCMA cognizance

FIGURE 2. Comparison of Evaluations
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gram office held that if the review re-
vealed a significantly different result than
that observed in day-to-day operations,
the government would sponsor an in-
dependent software capability evalua-
tion. If the government evaluation re-
vealed the contractor was more
interested in paper ratings than software
quality improvement, the government
would consider developing a second
source for the procurement.

What was the end result? The final eval-
uation revealed operations at CMM Level
1. The contractor was well on the way
to Level 2 but far from the desired Level
3 target profile. Was this a typical con-
tractor/government confrontation? Quite
the opposite—it fostered a spirit of
process improvement. For the first time,
there was an accurate and understood
baseline. The contractor developed a
road map for process maturity, and dur-
ing the course of two years achieved the
desired Level 3 profile. DCMA, the gov-
ernment on-site representative, partic-
ipated in the mini reviews and was a
team member on the final contractor-
conducted CBA IPI.

EXAMPLE 2–RISK-BASED

OPERATIONS

One would assume that organizations
with higher maturity operations will
have a greater probability of producing
a higher quality product. Some early
work in this area was conducted under
the auspices of the Air Force Institute
of Technology (Re: Crosstalk, The Jour-
nal of Defense Software Engineering, Sep-
tember 1995 edition). If such a corre-
lation is accepted, it would seem
reasonable to assume that there is less
government surveillance of higher ma-
turity operations than operations with
lower maturity. In the absence of data,
however, people often focus on those
areas where they are comfortable. Con-
sequently, a low-risk area might get as
much attention as a high-risk area.

This is not so with the CMM-based in-
sight methodology because it is based
on data and focuses expended effort in
proportion to risk. This is the case at
one of our pilot locations where the con-
tractor has achieved CMM Level 5. The

CMM-based insight data will be used to
ensure DCMA effort and resources are
allocated to the areas of highest risk.

EXAMPLE 3—THE REST OF

THE STORY

Is a CMM rating truly representative of
all programs at a given facility? As the
name states, the model measures a ca-
pability. It would seem logical to assume
that if a capability has been demon-
strated on one program, that it has been
applied to all. With mandated levels,
though, other pressures come into play. 

At one pilot location the contractor had
conducted a CBA IPI that resulted in a
finding of CMM Level 3. The contrac-
tor had selected programs across the
business base and then hung a banner
over the building entrance saying “CMM
Level 3 Certified.” So what was wrong
with that?

First, the term Level 3 Certified is con-
fusing and misleading. Certified by
whom? Secondly, the review did not in-
clude the largest program—one that had
been experiencing problems at the in-
ternational level. While the CBA IPI
shows a company's capability to oper-
ate at a given level, it is not necessarily

true for all programs. It should be, and
seems to be in most cases, especially
when the focus is on process improve-
ment. However, in this particular case
it was not.

With the DCMA data, the banner was
removed and the applicable program
office understood that operations on
their program were not at CMM Level
3 and why.

EXAMPLE 4—ELIMINATE/REDUCE

DUPLICATIVE REVIEWS

Concerned about software quality, a joint
program office planned a review of the
contractor's software development
processes. The DCMA pilot location, a
front-runner for this initiative, already
had the data in the common language
of the CMM. It clearly identified
strengths and weaknesses. The review
was cancelled, with the DCMA data used
in follow-on actions with the contrac-
tor.

This is only one example, but the dol-
lar savings across the Department
quickly add up. According to an article
published in the January-February 1998
issue of Acquisition Reform Today, “SCE
Reuse: Ending Redundant Reviews,” the

NEW TOTAL
START PHASE TASK PRODUCT WHO SITES SITES

Oct 99 I -Develop & Validate -Method Description DCMA SEI 4 4
Approach Document (MDD) Affiliates

-Training Material

Jun 00 II -Verify Procedures -Updated MDD Volunteer 5 9
-Validate Data Collection -Finalized Data Field
-Learn & employ methodology Requirements Locations

May 01 IIB -Refine approach -Procedure Update Volunteer 10 19
-Learn & employ methodology (as required) Field

-Trained personnel Locations

Aug 01 IIC -Refine approach -Procedure Update Volunteer 5-10 24-29
-Learn & employ methodology (as required) Field

-Trained personnel Locations

TBD III Verify Data Integration into Data collection tool All Pilot 0 24-29
(Est. Winter DCMA Risk Assessment supporting CMM-based Sites

01/02) Management Program operations

TBD (Est. IV Agency-Wide Deployment Process Data in terms All DCMA 13-18 42
Spring 02) of SW-CMM locations

FIGURE 3. CMM-Based Insight Implementation
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cost to conduct a software capability
evaluation has been estimated at
$50,000 for both the government and
contractor. 

Experience and Training
The Software Engineering Institute's
1994 publication, The Capability Matu-
rity Model: Guidelines for Improving the
Software Process, defines a complete
process as having 1) procedures and
methods for defining the relationship of
tasks, 2) tools and equipment, and 3)
people with skills, training, and moti-
vation. The first two elements have al-
ready been addressed. Concerning peo-
ple, the agency has over 400 personnel
supporting software quality assurance.
To assure this workforce is properly pre-
pared to deliver consistently first-rate
assessments, we have instituted a multi-
phase development program.

BASIC TRAINING

The agency's formal training is called the
DCMA Software Professional Develop-
ment Program. Individuals proceed
through two training levels. Level 1 re-
quires completing 72 hours of computer-
based training, 40 hours of classroom
instruction, and a formal mentoring pro-
gram focused on practical application of
course material. Level 2 requires an ad-
ditional 97 hours of computer-based
training, 120 hours of classroom in-
struction, and further mentoring.

The SEI's CMM is integrated into the
computer-based training, classroom in-
struction, and mentoring. Currently, 70
percent of agency software personnel
have obtained Level 2 status. To main-
tain this level, individuals must com-
plete a minimum of 12 hours of soft-
ware-related training each year.

APPLICATION TRAINING

As each field location begins operations
under the CMM-based insight initiative,
all personnel undergo an additional 20
hours of specific application training
conducted on site by the DCMA Soft-
ware Center. Applicable contractors and
government program offices have been
welcomed into this training. It focuses
specifically on implementing initiatives
and daily operations. 

ON-CALL ASSISTANCE

DCMA personnel have direct access to
the six-person DCMA Software Center.
In addition, one eighth of the total field
workforce has completed the SEI's Soft-
ware Capability Evaluation training. Ad-
ditional assistance is available to any of
our evaluators from highly qualified

agency personnel who are SEI-certified
lead assessors.

IMPLEMENTATION MEASUREMENT

Training provides a foundation for con-
ducting business per the CMM, but it
does not directly correlate to experience,
which can only come with time.
Progress in implementing the initiative
has been promising. For instance, more
and more companies, when conduct-
ing CBA IPIs, have requested our per-
sonnel as team members.

However, to gauge implementation
progress for this initiative across the en-
tire agency and to make necessary ad-
justments, the agency is developing a
top-level metric based upon percentage
of activities (observations) made on
high- and moderate-risk processes vs.
total number of activities (observations)
performed. Progress will be reviewed by
the agency director, his or her senior
leadership team, and DCMA field com-
manders.

CMM-Based Insight and CMMI
The baseline for our efforts is the SW-
CMM. We fully expect, and are making
preparations, to switch over to the Ca-
pability Maturity Model Integrated
(CMMI) at a later date. The agency is
part of the SEI-led CMMI Steering
Group responsible for developing the

Phase I (Beginning Oct 99)
• Boston (Nashua) • Denver
• Delaware Valley (PA) • Syracuse

Phase II (Added Jun 00)
• Boeing (Philadelphia) • St Petersburg
• Lockheed Martin Oswego (NY) • Sikorsky
• Lockheed Martin Sunnyvale (CA)

Phase II B (May 01)
• Birmingham (Huntsville) • Hartford 
• Bell Helicopter Textron • Baltimore (Manassas)  
• Northrup Grumman, Bethpage • Boeing St Louis
• Northrup Grumman, Melbourne • Orlando (Harris, Melbourne)
• San Antonio (NASA, Houston) • Springfield (NJ)

Phase II C (Summer 01)
Up to 10 Volunteer locations

FIGURE 4. DCMA Pilot Locations

While full agency
implementation 

will not occur until
September 2002, the

approach [CMM-based
insight] has been

developed with SEI
affiliates and is being
used by a majority of
DCMA field locations. 
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SW-CMM/CMMI turnover within the
DoD. 

For CMM-based insight, the transition
should incur little breakage moving to
the integrated model. The biggest chal-
lenge in using either model is the disci-
pline and knowledge of application—
both of which we are gaining with our
current effort and are fully transferable.
Field sites that came aboard in each
phase are shown in Figure 4.

DCMA Credibility
Air Force Lt. Col. Joe Jarzombek, in his
August 1999 CrossTalk article, “Inte-
grating Acquisition with Software and
Systems Engineering,” raised the point:
“A Level 3 development effort, coupled
with a Level 1 acquiring effort, often
equates to a Level 1 delivery capability;
yet the Level 3 developer is often
blamed, and the Software (SW) CMM
is cited as inadequate.” I saw this first-
hand as a junior officer—with disastrous
results. So how does DCMA measure
up?

To answer that question, we took the
sister capability maturity model—the
Software Acquisition CMM—and tai-
lored it for DCMA use. We pilot tested
and made adjustments as applicable.
We then went agency-wide, conducting
reviews from November 1999 until April
2000. Eight equally qualified teams were
used to maintain consistency. What were
the results?

A few organizations were operating at
the defined level, but predominately the

field offices within the agency operate
at the performed level (Level 1). More
importantly, we established a solid base-
line, and each location has a detailed
road map for improvement per the
model structure.

Field locations have been working im-
provements, and the first round of fol-
low-on appraisals is planned in the
Spring of 2002. The original evaluation
team members constitute the personnel
pool to support independent evaluation
of improvements, similar to the indus-
try approach with a CBA IPI. 

A Standard Methodology
DCMA was always required and con-
tinues to conduct evaluations of con-
tractors' software development processes
per the FAR. The agency is now de-
ploying a standard methodology via con-
tinuous process evaluations that is or-
ganized in the CMM—the common
DoD language—and is based on the
day-to-day observations of the in-plant
DCMA personnel. Findings are peer re-
viewed, and all data is freely shared with
the applicable contractor and is avail-
able to government program offices. 

While full agency implementation will
not occur until September 2002, the ap-
proach has been developed with SEI af-
filiates and is being used by a majority
of DCMA field locations. Program of-
fices, the contractors, and the DoD are
already realizing benefits.

So, how much does the agency believe
in using this approach to gauge con-
tractor operations? Enough so that we
are walking the walk and measuring our
operations to the same framework.

Editor’s Note: The author welcomes
questions or comments on this article.
Contact him at rlang@dcmde.dcma.mil.

New or Updated DAU Pubs
AUTOMATIC NOTIFICATION NOW AVAILABLE FOR

NEW/UPDATED PUBS POSTED TO DAU’S HOME PAGE!

Are you a frequent user of the DAU Home Page?
Would you like immediate notification when
we update the DAU Home Page with  new in-

formation, guidebooks, course schedules and ma-
terials, or new issues of Program Manager and Ac-
quisition Review Quarterly? If the answer is yes, take

advantage of our free notification service. Sub-
scribers are under no obligation to sign up for any
additional offers and may also discontinue service
at any time. To sign up now, go to http://groups.
yahoo.com/group/DSMC-PUB. 
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